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Chapter 1

Preface

This is just a draft extract from the User-Manual, in order to provide a shortcut

for first installation.

Therefore some hyperlinks may be dengling or just reference a page referencing

the user manual.

1.1 History

Version Date Author Description

01.03.003.a01[144] 2008.02.11 | Arno-Can Uestuensoez | Initial pre-release as embedded
printable help

01.07.001.a01[145] | 2008.08.03 | Arno-Can Uestuensoez | First major update with numerous
additions and partial review.

01.07.001.b02[116] | 2008.08.11 | Arno-Can Uestuensoez | Minor editorial updates.

A lot of tests, some fixes.
01.07.001.b03[147] | 2008.08.12 | Arno-Can Uestuensoez | Minor editorial updates.
01.07.001.b04[118] | 2008.08.16 | Arno-Can Uestuensoez | Enhancement of documentation

and Web-Site.
01.07.001.b05a[119] | 2009.01.26 | Arno-Can Uestuensoez | Minor editorials.

01.03.003.a01,/2008.02.11
The first basic set of features including stack-aware recursive cancel for
QEMU, XEN, and VMW. This release contains almost the whole set of
first-time implementations( Section ?? ‘??” on page 7?7 ) with personal
copyright and offered license under GPL3.

01.07.001.a01,/2008.08.03
First major update with numerous additions and partial review. Addi-
tional HTML versions and subsets are generated. Still classified as preview
quality, but may be stable enough for public production use, as personally

applied.

11




12 CHAPTER 1. PREFACE

01.07.001.b02/2008.08.11
The first official stable release for flat-VM functions. The stacked VMs
are present in first version, where the canonical syntax is implemented.
Some more user friendly addresing with enhanced capability-recognition
and validation will follow.

1.2 Contact

Public maintenance: acue@sfl _sourceforge.net

Administrative contact: | acue@UnifiedSessionsManager.org

Commercial Services: i4p.com - Engineering Office Arno-Can Uestuensoez
1.3 Legal

All mentioned Red Hat products and their registered names are Trademarks
of the Company Red Hat, Inc.

All mentioned SuSE products and their registered names are Trademarks of
the Company Novell, Inc.

All mentioned VMware products and their registered names are Trademarks
of the Company VMware, Inc.

All mentioned Google products and their registered names are Trademarks of
the Google, Inc.

All mentioned Sun products and their registered names are Trademarks of the
Sun Microsystems, Inc.

All mentioned Microsoft products and their registered names are Trademarks
of the Company Microsoft, Inc.

All mentioned Intel products and their registered names are Trademarks of the
Company Intel, Inc.

All mentioned AMD products and their registered names are Trademarks of
the Company Advanced Micro Devices, Inc.

Xen is a trademark of XenSource Inc.
QEMU is a trademark of Fabrice Bellard.

idp is a trademark of Ingenieurbuero Arno-Can Uestuensoez.

If some is forgotten, it will be added immediately.


mailto:acue@sf1_sourceforge.net
mailto:unifiedsessionsmanager@protonmail.com
https://arnocan.wordpress.com

Chapter 2

Installation of VMW

The Installation of VMware is quite forward. On Systems not supported from
the box, the any-any-patch might help.

Some minor pitfalls occur for specific configurations.

e NIC-bonding - bridged
When a bonding device is utilized on Linux, the mode 6, which is the
ARP-negotiation of client and server machines is not supported. The suc-
cess of the support could be easily checked when using a guest system and
calling ping. The effect is the lost of about the half of the ping-answers.
This is somewhat a pity, because the mode-6 seems to be the fastest mode
which even does not require support intermediate network equipment.

Any other mode seems to work properly.

13
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Chapter 3

Installation of Guests

3.1 PXE-Boot

The folowing steps are applied to an installation by PXE. This anyhow requires
the proper setup of DHCP, TFTP, and one of HTTP/FTP/NFS. For some OSs
a so calle "kickstart" file could be used to automate the whole procedure.

For Linux and BSD refer to [133, SYSLINUX] and [134, ETHERBOOT].
1. Create a VM by native means of a VMware product, but do not start it.

When the base machine is created, close the VM.

The common convention within ctys is, that the following items are all
literally the same.

e LABEL
DisplayName

<vmx-filenameprefix >

<directory-containing-vmx>

2. Edit the VMX file manually and apply following changes and addons:

e Check "displayName" as mentioned before.

e Change the ethernet interface entries for the MAC-address and be-
haviour as required for PXE/DHCP.

The default behaviour is described as "generatedAddress", which
could change and is somewhat challenging to be continuously main-
tained for PXE/DHCP. Therefore it should be changed to "static".
The resulting entries depend on the actual product, but the essential
entries seem to be common as for following example:

— ethernet(.present = "TRUE"

15
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— ethernet(0.addressType = "static"
— ethernet0.address = "00:50:56:13:11:4D"

When the cache database is already populated by values from " /etc/dhepd.cont™
or a manually created database similar to "/etc/ethers", the utility
ctys-macmap could be used for management of address-mappings.

e Change the UUID entries from dynamic behaviour to static values,
otherwise they will change when the machine is reallocated. The
values could be kept as already present, else should be generated by
"uuidgen".

— uuid.action = "keep"
— uuid.location = "56 4d 66 ff 5a 76 d1 19-35 11 73 3d Of 8d 26 9a"
— uuid.bios = "56 4d 5e 88 71 Oe ab 79-59 6¢ 34 15 44 a7 7e 96"

e Add ctys-meta information as required for ENUMERATE. Addi-
tional values might be applied to the following example.

The values are not recognized by VMware, thus has to be kept syn-
chronous by the user. The main intention is to get cacheable informa-
tion for off-line guests to be utilized by ENUMERATE and therefore
by "ctys-vhost"

#0#IP0="192.168.1.235"
#Q#DIST="Cent0S"
#Q#DISTREL="5"
#Q@#0S="Linux"
#Q#0SREL="2.6"
#Q#SERNR="20080415051600"
#O#CATEGORY="VM"

3. Close the file within the editor and open it again within the VMware
frontend.

4. From now on the following steps could be already proceeded either by na-
tive call of "vmware", or by usage of the UnifiedSessionsManager, which
has some advances for monitoring and LIST of current active sessions.

The following example illustrates the call, when for a new machine the
<machine-adress> is not yet registered within the cacheDB( "ctys-vdbgen")

ctys -t vmw \
-a create=\
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p:$HOME/vmware/tst-ctys/tst116/tst116.vmx, \

reuse\
-¢ off \
-C off \
hostil

Start the VM and set the emulated BIOS appropriately, by entering with
HF12 n X

5. Boot into PXE, which might be a simple or more advanced Menu, or just
a command line for entering a boot string [133, SYSLINUX] .

6. Install by means of current GuestOS and/or any generic installer.

3.2 ISO-Image and DHCP

The install procedure for usage of an ISO-Image is almos the same as for PXE,
just a few formal differences apply.

e Add a CD/DVD-ROM-drive with a link to an ISO-Image, similar to an
actual physical drive.

e Select the appropriate boot order, where instead or in addition to PXE
the CD/DVD-drive has to be registered.

The required protocols my vary little more, of course.

3.3 Install procedures

3.3.1 General Remarks

The most of the installation is performed with PXE if possible. Therefore the
PXELINUX is switched to version 3.6.2 and a menu system for the management
of the whole test-environment is setup.

When difficulties occur due to specific network requirement, the CD-mount on

ISO files option is used, which is almost in any case experienced to be quite safe
for VMware products.

3.3.2 CentOS

Installation is in general quite straight-forward. Here performed by PXE on a
i386 machine with one CPU.
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3.3.3 Debian-4.0 r3

Installation is quite straight-forward, once the required additional netboot-
image is downloaded and in place. The differences and additions to the pre-
defined environment are:

1. Only the kernel image "linux" and the ramdisk "initrd.gz" are imported
into a common boot environment with several UNIX variants as provided
by [133, SYSLINUX].

2. The following key has probably to be applied

"debian-installer /allow unauthenticated=true"

3.3.4 Fedora 8

Installation is quite straight-forward and very similar to CentOS.

3.3.5 MS-Windows-NT-4.0-S

Installed from ISO image.

3.3.6 MS-Windows-2000-WS

Installed from ISO image.

3.3.7 OpenBSD

Installation is quite straight-forward, just the two-level boot has to be consid-
ered.

3.3.8 SuSE

Installation is quite straight-forward.
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3.4 Installed Systems
0S name Inst-VM Media
CentOS-5.0 tst117 Server-1.0.4 PXE
CentOS-5.1 tst112 Server-1.0.4 PXE
Debian-4.0r3 tst106 Server-1.0.4 PXE
Fedora 8 tst103 Server-1.0.4 PXE
OpenBSD-[2-4] tstXYZ | WS5/6,Server-1.0.[1-5] PXE,ISO
OpenBSD-4.0 tst109 Server-1.0.4 PXE
OpenBSD-4.2 tst111 Server-1.0.4 PXE
OpenBSD-4.3 tst155 Server-1.0.4 PXE
SuSE-9.3 tstXYZ | WS4/5/6,Server-1.0.[1-5] | PXE,ISO
SuSE-9.3 tst003 | WS6,Server-1.0.[345] PXE,ISO
Solaris 10 tst115 WS6 1ISO
Ubuntu-6.06.1-D tst128 Server-1.0.4 ISO
Ubuntu-6.06.1-S tst120 Server-1.0.4 PXE
Ubuntu-7.10-S tst005 Server-1.0.4 PXE
Ubuntu-8.04-D tst132 Server-1.0.4 1ISO
Ubuntu-8.04-S tst133 Server-1.0.4 PXE
MS-Windows-2000WS | tstXYZ | WS4/5/6,Server-1.0.[1-5] | PXE,ISO
MS-Windows-2000S tstXYZ | WS4/5/6,Server-1.0.[1-5] | PXE,ISO
MS-Windows-NT-4.0S | tstXYZ | WS4/5/6,Server-1.0.[1-5] | PXE,ISO

Table 3.1: Overview of Intsalled-VMs
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Chapter 4

Call Examples

4.1 CREATE a session

The following call starts a session:

ctys \
-t vmw  \
-a create=f:vmware/tst-ctys/tst117/tst117.vmx,reuse\

app2

The previous call contains two specifics to be mentioned.

First the filename option "f:" is used, which does a string comparison against
the scanned absolute filepaths of configurations files available. The evaluation
could be processed from cacheDB and/or from the native filesystem on the ex-
ecution target.

Due to specific handling of filenames just by pattern matching the following call
leads to the same result, if unambiguous of course:

ctys \

-t vmw  \

-a create=f:vmware/tst-ctys/tstll7,reuse \
app2

If this is ambiguous, e.g. due to an backup directory, the following could be
used too and might solve the problem:

ctys \

-t vmw \

-a create=f:vmware/tst-ctys/tstl117/t,reuse \
app2

The second part to be mentioned is the "reuse" flag, which initiates simply as
first trial a "connect", when this fails, the VM session is created. Thus using the
"reuse" flag can lead to some smart handling of sessions, where it is no longer
required to remmember whether a session is already present or not. Therefore of
course the appropriate configuration of the VM for headless background mode

21



22 CHAPTER 4. CALL EXAMPLES

is required.

Another specific case is the usage of a VNCviewer session for a Workstation
of Version-6 or later(?). The access requires to be configured by a static port
as described within the VMware product manual. The UnifiedSessionsManager
provides access by usage of the <machine-address> only, because it has the
knowledge how to mat for example the LABEL to a stored vncport. The fol-
lowing example shows a simple redundant access to the proprietary VMware
console "CONSOLE:VMW" and the access to "CONSOLE:VNC". Anyhow,
the current version of ctys supports only the enumeration of one console for
each call.

ctys \

-t vmw \

-a create=1l:tst117,console:vnc,connect\
app2

Figure 4.1: VMware WS6 with an additional VNCviewer Client Session.

4.2 CANCEL a session

The CANCEL behaviour could be widely configured for VMW. It is e.g. possi-
ble to configure an automatic close of the VM, once the GuetsOS is shutdown,
when the last VM is stopped, the frontend closes too. This coule be provided
by command line options of VMware and is configured as default behaviour for
the UnifiedSessionsManager.

The following call CANCELs the VMW without additional user interaction,
thus any number of disconnected headless servers could be CANCELed too.

The UnifiedSessionsManager implements the standard behaviour, first to try a
native call to the GuestOS, if that fails or a timeout is hit, than the VMware
hypervidor interface "vmrun" is called.
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ctys \
-t vmw  \
-a cancel=f:vmware/tst-ctys/tst117/t,poweroff:0 \

app2

Additionaly variants are similar to the provided examples for XEN, this is par-
ticularly the case, because they share the most of the top-level CANCEL code.

4.3 LIST sessions

The simple LIST call
ctys -a list app2

produces the output:

TCP-container | TCP-guest [label |sesstypelc|userl|group
------------- e S Y S
ws2. soho [- [tst100 |VNC [Clacue|ldapusers
ws2.soho [ws2.soho. [ws2 |PM IS[- [-
ws2.soho [- [tst100 |SSH(XEN) |T|acue|ldapusers
app2.soho [- [ APP2 | VNC |Clroot|root
app2.soho [- | APP2 | VNC [S|root|root
app2.soho [tst118 [tst117 |VMW |S|acue|ldapusers
app2.soho [tst113 [tst112 |VMW |Slacue|ldapusers
app2.soho [tst118 [tst117 |VMW |Clacue|ldapusers
app2.soho [tst113 [tst112 |VMW |Clacue|ldapusers
app2.soho |app2.soho. |app2 | PM [S]- [-
app2.soho [00:E0:81:2B:A1:F2|app2 | PM [S]- [-

This is the default case for two VMs running on app2 with DISPLAYFOR-
WARDING to ws2, and "still" runnng a local client of CLIENTFORWARDING
tests for the XEN plugin. The clients and servers for VMW are now coallocated
on the server app2.

The CONNECTIONFORWARDING mode is currently supported for:

Client and Server on different machines:

CONNECTIONFORWARDING
-> Workstation 6+ with VNC client
-> Server with CONSOLE

Client and Server on same machine:

DISPLAYFORWARDING

-> Workstation 6+ with CONSOLE

-> Workstation 6+ with VNC client
-> Server with CONSOLE
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Thus the following call starts a native frontend with CONNECTIONFOR-
WARDING on server 1.0.4 version:

ctys \
-t vmw \
-a create=f:vmware/tst-ctys/tst112/t,reuse \
-L CF \
olymp

The specifics for VMW is, that for the headless-mode initially a complete set
with display forwarding is started onm the remote host. ctys starts addition-
ally a local client attached to the configured remote port{default=904) by an
encrypted tunnel. The startup of the local client requires in this version an
interactive user and password. As far as currently known this has to be a valid
local user, a kerberos user seem snot to work. Anyhow, for test purposes here
the user "root" was used, which should not be done for productive purposes.

The following list call displays now the complete set of interconnected sessions,
for completeness the XEN examples are included in the output.

ctys -a list localhost app2 olymp 1lab00

The following listing shows the two clients connected by CONNECTIONFOR-
WARDING, which are a vncviewer connecting as a XEN console to tst100, and
a proprietary frontend of VMW connecting to tst112. Both are interconnected
by usage of a SSH tunnel implicitly created by the CORE plugin DIGGER, and
listed as the session type SSH(XEN) and SSH(VMW).



4.4. ENUMERATE SESSIONS 25

TCP-container |TCP-guest [label | sesstypelcluser|group
————————————— S
ws2.soho [- [tst100 |VNC |Clacue|ldapusers
ws2. soho [tst112 [tst112 |VMW [Clacue|ldapusers
ws2.soho [ws2.soho. [ws2 |PM IS|- [ -
ws2.soho [- [tst100 |SSH(XEN) |T|acue|ldapusers
ws2.soho [- [tst112 |SSH(VMW) |T|acue|ldapusers
app2.soho [- | APP2 | VNC [Clroot|root
app2.soho [- | APP2 [ VNC [Slroot|root
app2.soho [tst118 [tst117 |VMW |S|acue|ldapusers
app2.soho [tst118 [tst117 |VMW |Clacue|ldapusers
app2.soho [app2.soho. [app2 [PM IS|- [-
app2.soho [00:E0:81:2B:A1:F2|app2 | PM [S]- [-
olymp.soho [tst112 [tst112 |VMW |S|acue|ldapusers
olymp.soho [tst112 [tst112 |VMW |Clacue|ldapusers
olymp.soho [olymp.soho. [olymp |PM IS|- [ -

1ab00. soho [- [tst101 |VNC |Clacue|ldapusers
1ab00.soho [- [LABOO | VNC |Clroot|root
1ab00. soho [- [LABOO | VNC [Slroot|root
1ab00. soho [- [Domain-O|XEN [SI- [-

1ab00. soho [tst100 [tst100 |XEN IS|- [ -

1ab00. soho [tst101 [tst101 |XEN IS|- [-
1ab00.soho [1ab00.soho. [1ab00 |PM IS|- [ -

4.4 ENUMERATE sessions

The following call displays the communications interfaces of the test-pool VMs.
For additional information refer to User-Manual:"Display of Available Sessions".

ctys -a enumerate=macro:TAB_CPORT,b:vmware/tst-ctys
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Label |stypelcport|PM [MAC | TCP

—————— A b
tst117|VMW | |ws2.s0ho|00:50:56:13:11:52 [192.168.1.240
tst115|VMW [0 |ws2.s0ho|00:50:56:13:11:50 1192.168.1.235
tst117 VMW | |ws2.80ho|00:50:56:13:11:52 [192.168.1.240
tst112|VMW | |ws2.80ho|00:50:56:13:11:4D [192.168.1.235
tst003|VMW [0 |ws2.80ho|00:50:56:13:11:33 [192.168.1.133
tstO005|VMW [0 |ws2.s0ho|00:50:56:13:11:35 1192.168.1.135
tst103|VMW [0 |ws2.80ho|00:50:56:13:11:44 ]192.168.1.223
tst106|VMW [0 |ws2.s0ho|00:50:56:13:11:47 |192.168.1.226
tst111|VMW |0 |ws2.80ho|00:50:56:13:11:4C 1192.168.1.234
tst120|VMW |0 |ws2.80ho|00:50:56:13:11:55 [192.168.1.208
tst128|VMW [0 |ws2.s0ho|00:50:56:13:11:5C 1192.168.1.212
tst002|VMW [0 |ws2.80ho|00:50:56:13:11:32 1192.168.1.132
tstl11l|VMW [0 |ws2.s0ho|00:50:56:13:11:4C [192.168.1.234

4.5 SHOW

Same as for XEN.

4.6 INFO

Same as for XEN.

4.7 Display of Available Sessions

Once the basic installation and setup is accomplished, first a "PATHNAME /PNAME"
based start of a VM should be performed. The option "-c off" deactivates the

use of the nameservice cache for an initially empty cacheDB, thus suppresses
several warnings and error messages of internally called tools.

The nest step - after successful installation and configuration of the UnifiedSess-
sionsManager and a populated cacheDB by usage of "ctys-vdbgen" - might be
to list the actually available instances.

The following call of "ctys-vhost" lists all available VMs with given constraints,
in this case all instance of VMW which could be started by the user "acue" on
the host "app2". The set displayed has to be additionally of the set "tst-ctys",
which is the testpool for the UnifiedSessionsManager.

ctys-vhost -o pm,label,ids app2 vmw acue tst-ctys

The "pm", the "ids" and the "label" are displayed as result.

The additional string "app2 viw acue tst-ctys" is used as a awk-regexpr and
is evaluated as an AND based filter for each word. The whole query requires in
this case about 1.4seconds and the following result is displayed.
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app2.soho;tst117;/homen/acue/vmware/tst-ctys/tst117/tst117.vmx
app2.soho;tst115;/homen/acue/vmware/tst-ctys/tst115/tst115. vmx
app2.soho;tst117;/homen/acue/vmware/tst-ctys/tstll7.centos/tst117.vmx
app2.soho;tstlll;/homen/acue/vmware/tst-ctys/tst111.0penBSD-4.2/tst111. vmx

4.7.1 Custom Tables

The previous output, which is by default displayed in TERSE format could be
formatted by a generic custom table.

The following call displays the required canonical field indexes.

ctys-vhost \
-0 pm,label,ids,titleidx \
app2 vmw acue tst-ctys

The indexes are prefixes as an extended table title by "TITLEIDX".

ContainingMachine (1) ;Label(3) ;ID(4)
app2.soho;tstl17;/homen/acue/vmware/tst-ctys/tst117/tst117 . vmx
app2.soho;tst115; /homen/acue/vmware/tst-ctys/tst115/tst115. vmx
app2.soho;tst117;/homen/acue/vmware/tst-ctys/tst117.centos/tst117.vmx
app2.soho;tst11l;/homen/acue/vmware/tst-ctys/tst111.0penBSD-4.2/tst111.vmx

This values could be now used to define the output table as:

ctys-vhost \
-0 pm,label,ids,tab_gen:1_PM_7%%3_label_4%%4_ID_30 \
app2 vmw acue tst-ctys

As could be seen in the following output, this table configuration is not really
helpful. The field sizes are too short, and the common leading part of the path-
names for the ID fields is quite long.

PM |labe|ID

_______ ‘ot __
app2.so|tstl|/homen/acue/vmware/tst-ctys/ts
app2.sol|tstl|/homen/acue/vmware/tst-ctys/ts
app2.so|tstl]|/homen/acue/vmware/tst-ctys/ts
app2.sol|tstl]|/homen/acue/vmware/tst-ctys/ts
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The following changes might help in advance of usability:

ctys-vhost \
-o pm,label,ids,tab_gen:1_PM_11%%3_label_9%%4_ID_30_L \
app2 vmw acue tst-ctys

Although this is much more helpful, the raise of the ID value should help some
more.

PM [label [ID

___________ O B
app2.soho |tst117 |are/tst-ctys/tst117/tst117.vmx
app2.soho [tstl1b lare/tst-ctys/tst115/tst115. vmx
app2.soho [tst117 [-ctys/tst117.centos/tst117.vmx
app2.soho |tstil1l [/tst111.0penBSD-4.2/tst111.vmx

Thus the final trial for usage and probably storage as a predefined MACRO is:

ctys-vhost \
-0 pm,label,ids,tab_gen:1_PM_11%%3_label_9%%4_ID_50_L \
app2 vmw acue tst-ctys

The final result is:

PM [label [ID

___________ o _
app2.soho [tst117 [ /homen/acue/vmware/tst-ctys/tst117/tst117.vmx
app2.soho [tstl1b | /homen/acue/vmware/tst-ctys/tst115/tst115. vmx
app2.soho |tst117 |omen/acue/vmware/tst-ctys/tst117.centos/tst117.vmx
app2.soho |tstl1ll |acue/vmware/tst-ctys/tst111l.0penBSD-4.2/tst111l.vmx

For getting some additional information on the actual installed distributions
within the VMs the following call is used:

ctys-vhost \
-0 tab_gen:3_label_9%%11_Distro_15%%12_0S_17%%7_TCP_18 \
app2 vmw acue tst-ctys

The final result is:
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label |Distro |0S | TCP

tst117 [Cent0S-5.0 [Linux-2.6 [192.168.
tst115 [Solaris-10 |Solaris-10 [192.168.
tst117 [Cent0S-5.0 |Linux-2.6 [192.168.
tst112 [Cent0S-5.0 |Linux-2.6

tst003 [SuSE-9.3 [Linux-2.6

tst005 [Ubuntu-7.10-S |Linux-2.6

tst103 |Fedora-8 |Linux-2.6

tst106 |Debian-4.0r3 |Linux-2.6 [192.168.
tst111 |OpenBSD-4.2 [OpenBSD-4.2 [192.168.
tst120 |[FreeBSD-6.1 |FreeBSD-6.1

tst128 [NetBSD-4.0 |[NetBSD-4.0 1192.168.
tst002 |SuSE-9.3 |Linux-2.6 |192.168.
tst11l |OpenBSD-4.2 [OpenBSD-4.2 |192.168.

—_
{e]
[\]
=
[¢2]
(o]
I e T e T T o S S SN Y
N
[\]
w

The decision is now to use tst117 as test machine.

4.7.2 MACRQOs for Custom Tables

The previous examples could be stored as MACROs and called just by their
macro name. Several preconfigured macros arre available and could be listed
with the utility "ctys-macros". Addtional Information on MACROs is available
within the User-Manual.
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